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Editor’s Note
Artificial Intelligence or AI impacts all of us 
on a daily basis. Whether used as a security 
measure on your smartphone or to catalog 
thousands of digital photos for easy reference, 
AI-driven technology makes our lives easier and 
more efficient. 

AI is also transforming policing. At this 
current moment in time, it has never been 
more important for police leaders to maintain 
transparency by educating elected officials, 
privacy advocates, the media and civilians on 
how AI can improve community safety and 
officer efficiency.

With increased calls for legislation around 
the deployment of AI by law enforcement, 
our experts all agree that it is key to engage 
the public early and often in the planning and 
procurement process so they are well informed 
as to how the technology will be put to use.

This PoliceOne digital edition reviews how 
AI aids police operations and investigations, 
as well as how LE agencies can responsibly 
deploy new technologies. We list seven current 
LE applications for AI and machine learning; 
detail the applications of AI tech during a 
typical police day; and outline how police 
leaders can educate stakeholders as to how 
the profession is using AI technologies to fight 
crime successfully and ethically. 

We also discuss how to focus on specific use 
cases and proven technologies to help 
address community concerns about AI tools
like facial recognition.

How are you using new tech to improve 
officer efficiency and safety? How are you 
communicating the applications for AI to 
your community? Share your experiences 
with editor@policeone.com.
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By Sergeant Joshua Lee

The idea of intelligent machines has long been 
the subject of science fiction films. Fortunately, 
we now live in an era in which Artificial 
Intelligence (AI) and Machine Learning (ML) is 
no longer fiction, but reality.  

The terms AI and ML are heavily used in the 
private sector, especially among companies 
involved in Big Data, analytics, information 
technology and process improvement. Even 
though the terms are often used interchangeably, 
the differences are important to understand. 

Artificial Intelligence (AI) is a much broader term 
related to how a machine “thinks” or processes 
information. Think of AI as the brain of a person. 
Machine learning (ML) however, is related to 
the process of how a machine learns. Machines 
learn in different ways – just as people do. 

AI and ML technologies are extremely powerful 
and efficient ways to process large amounts 
of information. There is no question these 

technologies are becoming a permanent part of 
the law enforcement ecosystem.

Here are a few considerations to keep in mind 
before purchasing AI and ML technology.

USE HUMANS AND AI; 
NOT ONE OR THE OTHER
A crucial component of the proper application 
of AI and ML technology is keeping the human 
component. Many ethical concerns related to 
using these technologies stem from removing 
the human component of AI – and rightfully so.

Bud Levin, an expert in AI at the FBI’s Training 
Division, reiterates the fact that taking the human 
element out of AI is potentially dangerous since 
machines do not understand the “complexities 
and absurdities of the Constitution, our laws, and 
policies.” [1]

The goal of any good AI and ML program is to 
encourage officers to do what they normally do 
but to increase their efficiency and effectiveness 
to better protect society.  AI and ML should 
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always be used in conjunction with humans, not 
as a replacement for, humans.

THE NEED FOR GOOD DATA
AI and ML technologies are progressing rapidly, 
and for good reason – they are learning. It is now 
possible to purchase “mature” machines that 
have already made mistakes in their learning 
rather than relying on adolescent machines. 
Sounds pretty close to parenting, right. Just 
as kids are more prone to make mistakes, 
adolescent machines are also more prone to 
make mistakes. 

This is where the difference between AI and 
ML comes in. Machine learning, especially 
deep machine learning, means that instead of 
being programmed to perform specific tasks, a 
computer can learn independently and adapt to 
its understanding based on the data it receives. 
The more “good” data it is exposed to, the better 
the computer can begin to recognize and identify 
objects based on complex pattern recognition. 
“Bad” data in ML can lead to mistakes. 

Agencies must start now to develop good data 
entry habits for their officers. 

The reason for good data is simple:
• Good data in = Good information out

• Bad data in = bad information out

The entire foundation of ML is data. It learns 
by using the data it is given. Machines, just 
as humans, can make mistakes by relying on 
misinformation, false information, or 
inaccurate information. For that reason,  
good data collection is a critical role of  
good ML application.

REAL-LIFE APPLICATIONS OF 
AI AND ML
Agencies are drowning in data, collecting 
terabytes of it each day. AI and ML’s primary 
use is data management, specifically making 
large amounts of data searchable, filterable and 
retrievable in real-time.
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Here are just some of the current law 
enforcement applications for AI and ML:

Faster video analysis and redaction
Video analysis is a resource-intensive task 
for law enforcement. Many agencies report 
spending up to two hours redacting a five-minute 
video for public release or spending 1:1 time 
watching video surveillance footage in hopes of 
finding suspects, missing people, or evidence. 
Those hours can quickly add up. 

Because of AI and ML technology, officers 
can filter their searches to look for specific 
characteristics; for example, a man in a red shirt. 
The system then will look for just the man in a 
red shirt. Once the man is identified, the officer 
can redact or remove all non-involved or non-
pertinent information leaving just the man in the 
red shirt on the screen. 

Audio analysis and transcription
An officer’s radio communications is an 
important piece of evidence in many criminal 
trials. But sorting through the hours of audio 
for nuggets of specific information can quickly 
become overwhelming, which is why many 
agencies are stopping that practice. Luckily, 
AI and ML technology can help filter out what 
is essential by scanning the data for specific 

There are many ethics-related questions 
surrounding AI and ML use in law enforcement. 
Agencies need to consider how and why they 
are going to use these powerful technologies. 
More importantly, agencies need to document in 
detail the how and why in a formal departmental 
policy.

Luckily, agencies do not have to start fresh when 
developing policy and implementation guidelines 
for AI and ML technologies. The London based, 

The Alan Turing Institute, was created in 2015 
to provide data science guidance to both the 
public and private sectors. In 2017, as a result 
of a government recommendation, they added 
guidance and the proper application of artificial 
intelligence in a joint publication with London’s 
Informational Commissioners Office (ICO). 

This publication can be used to easily develop 
departmental policies.  

1

2
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information, like when an officer yells, “He 
has a gun,” or when a suspect is heard in the 
background, “I am going to hurt you.” 
A bonus to audio analysis is real-time audio 
transcription. Instead of listening to the 
audio, the system can print out the full audio 
transcription of the recording to be used in an 
officer’s report, or as evidence. 

Real-time search
Because of audio recognition advancements, AI 
systems can quickly find information needed by 
the officer, in real-time. An officer can ask the AI 
system to run a person’s name and date of birth, 
for example. The system then can respond with 
driver’s license information, warrant information, 
recent arrests, recent involvement, or recent 
alerts directly to the officer. 

Gunshot detection
One of the fastest evolving use for AI and ML 
is in gunshot detection devices. Data science 
companies and scientists are working to develop 
advanced algorithms to detect the exact location 

of gunshots, how many rounds were fired, and 
the number of firearms present. Because of 
AI technology, these systems can even 
differentiate between muzzle blasts from 
shock waves to determine the type of 
gun (rifle, shotgun, handgun). 

Crime forecasting
Many agencies are using AI to help combat 
crime. These systems can scan through 
volumes of information to provide accurate 
crime forecasting using predictive analytics. 
Agencies can then use that data to allocate 
police resources. 

Report Management Systems (RMS)
RMS 3.0 technology incorporates the use of AI 
technology into report writing. These systems 
have the capability of searching narrative 
content by using search engine optimization-
like algorithms. AI will significantly increase 
the analyst’s ability to find specific information 
instead of reading countless reports to find that 
same information.

3

4
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Forensic analysis
Any good agency approach to AI and ML would 
not be complete without including applications 
for the forensic team. AI and ML technology 
are currently used in DNA analysis. As DNA 
technology advances, so has the sensitivity 
of DNA analysis. Forensic scientists can now 
detect and process low-level, degraded, or 
otherwise unviable DNA evidence that could not 
have been used just a few years ago. 

There are very few crimes that do not have at 
least some digital component to them. Human 
trafficking investigations are improving because 
of AI technology. Internet companies like 
PayPal are using AI to detect fraud, and the U.S. 
Department of Transportation is using AI to 
track real-time accident, weather, lighting and 
traffic conditions. 

Artificial intelligence and machine learning 
technology are available now to law enforcement 
worldwide. Is your agency prepared for the future 
of policing? 

About the author

Joshua Lee is an active-duty police sergeant for the 
City of Mesa (Arizona) Police Department. Before 
promoting, Joshua served five years as a patrol officer 
and six years as a detective with the Organized Crime 
Section investigating civil asset forfeiture, white-collar 
financial crime and cryptocurrency crimes. Joshua is a 
cryptocurrency, money laundering and dark web consultant 
for banks, financial institutions and accountants 
throughout Arizona. He also serves as one of Arizona’s 
subject matter experts on cryptocurrency crimes and 
money laundering.

Joshua holds a BA in Justice Studies, an MS in Legal 
Studies and an MA in Professional Writing. He has 
earned some of law enforcement’s top certifications, 
including the ACFE’s Certified Fraud Examiners (CFE) 
and the IAFC’s Certified Cyber Crimes Investigator (CCCI). 
Joshua is also an adjunct professor at a large national 
university and smaller regional college teaching, law, 
criminal justice, government and English courses. He 
instructs police in-service training and teaches at the 
regional police academy.
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By Ron LaPedis

Everyone has an opinion about 
what artificial intelligence (AI) means, with 
many peoples’ opinions fueled by movie and 
TV representations of AI taking over the world. 
The reality is much simpler. AI is software that 
can analyze huge amounts of data to detect 
patterns that it would take humans much longer 
to see. This software can evaluate free-form 
text, time and location information, audio, 
photos and videos.

To understand the breadth of applications in 
policing, let’s review the key areas AI can have 
an impact in improving officer efficiency and 
community safety. 

Before officers are dispatched
Several calls come in to dispatch about a woman 
screaming like she is being attacked. 
AI software can pull location data from the 
CAD system to determine if the calls surround 
a specific area, then drill down into locations in 
that area that are already known, such as a drug 

USING ARTIFICIAL INTELLIGENCE 
TO IMPROVE EFFICIENCY BEFORE, 
DURING AND AFTER A CALL

AI in law enforcement offers potentially huge 
benefits in improving officer efficiency and 
community safety

1
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house, bordello or where domestic violence has 
been reported before. Let’s assume that there 
are hits on a few locations, but one stands out 
with a prior domestic violence report.

During response to a call
While officers are headed to the call, the 
dispatcher uses the AI software to pull the 
details of past incident reports, firearms 
ownership records and arrest records for 
the occupants. If weapons charges show up, 
dispatch can let the responding officers know 
to take appropriate precautions while additional 
support is being dispatched, possibly to include 
the SWAT team. Officers also know if the 
suspect might be considered more dangerous 
than average. 

If a suspect is taken into custody, the officers 
already have his rap sheet and can proceed 
appropriately. Perhaps the perp is a known gang 
member and the incident allows for an extensive 
search of the premises.

After the call
If a gun comes in as evidence from the call, 
an officer can ask the AI system to bring up all 
reports that may be relevant to that specific 
firearm while filtering out reports that would just 
clutter up the case. Similarly, if drugs are found 
packaged in a specific manner, that may also be 
a “signature.”

The use of AI-based data mining is much 
faster than going through filing cabinets pulling 
reports or even manually searching through 
computerized records. Since the perp is a known 
gang member, you may have lucked out and 
have found a firearm that can be linked to other 
crimes. This may seem like magic, but we’ll talk 
about how you can help your AI help you in the 
next section.

GARBAGE IN, GARBAGE OUT
Computer geeks know that the help computers 
can provide is only as good as the software and 
data that they have to work with. 

Big data 
Extremely large data sets that 
may be analyzed (mined) to 
reveal patterns, trends and 
associations, especially relating 
to human behavior  
and interactions.

Machine intelligence, machine 
learning or deep learning 
Intelligence demonstrated by 
machines in contrast to the 
natural intelligence displayed by 
humans and animals.  
This includes reasoning, 
knowledge representation, 
planning, learning and natural 
language processing.

Natural language  
(free-form) processing 
Programming that lets 
computers understand, interpret 
and manipulate human language 
rather than data that has been 
pre-formatted.

2

3

Here are some terms commonly 
used when discussing AI:

AI 
TERMINOLOGY
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Let’s say that officers are picking up a lot 
of 9mm shell casings all over town. Is there 
anything special about those shell casings? Are 
they from a specific manufacturer? Are there 
firing pin, extractor or ejector marks on them? 
What color is the sealant around the primer? By 
entering all of this information into your records 
management system, you give your AI software 
a much better chance at selecting the right 
records and eliminating information irrelevant to 
your current investigation. If you enter as many 
details as possible, your AI may be able to tell 
you that three different firearms are being used, 
and that each one is showing up in a specific set 
of locations. Ammo with unique characteristics 
might be able to be linked back to a specific 
vendor. Maybe one or more gangs are sourcing 
reloaded ammo from the same person.

Without AI, this work could take days or weeks; 
but with AI, you could have your report in 
minutes. When a firearm shows up and is test 

fired, AI can give you the ability to link it to 
existing records, and if you have made an 
arrest along with it, you can link its owner to 
one or more crimes while they are in the 
interrogation room.

USE WHAT WORKS
Natural language, pre-formatted text and pre-
identified images are the meat and potatoes of 
AI. By using these tested and well-understood 
components of an AI solution, LE can rely on the 
simplest and most mature AI solutions to ease 
the learning burden on officers and ensure that 
the results will be more predictable and reliable 
than trying to force leading-edge solutions into 
work that it may not be ready to do. 

Even without facial or image recognition, images 
and video can become a part of your big data by 
having officers or clerks appropriately tag them 
from their daily reports. Specific sections of 
video can be tagged by including the timecode 
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In 2017, the National Institute of 
Justice published a paper by RTI 
International and the Police Executive 
Research Forum that examined the 
types of technology law enforcement 
agencies are acquiring and how the 
use of technology is linked to 
strategy development. 

“At a national level, agencies are 
not making decisions to acquire 
technology based on dominant 
policing philosophies or the 
activities they prioritize,” reported 
the researchers. “Instead, agencies 
appear to adopt technology ad 
hoc in response to a constellation 

of factors that includes executive 
staff decisions, perceived needs, 
community demands, and available 
funding.”

Some of the repercussions 
associated with this include a 
failure to recognize the primary and 
secondary benefits of a technology, 
departmental disillusionment and 
even a lack of continuing funding for 
the adopted technology.

The report outlined several 
recommendations police leaders 
should follow to improve 
technology implementation:

Using evidence-based, informed decision-making when purchasing 
policing technology;

Inclusion of technology considerations in strategic planning;

Improved collaboration between decision-makers and  
technology experts;

Understanding how past experience with technology contributes to 
future behavior. 

IMPROVING TECHNOLOGY 
IMPLEMENTATION IN POLICING

1

2

3

4

The report also details how departments need to align technology 
implementation with strategic policing priorities and activities. 

https://www.ncjrs.gov/pdffiles1/nij/grants/251140.pdf
https://www.ncjrs.gov/pdffiles1/nij/grants/251140.pdf
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in multiple description records which the AI can 
search. Descriptions can include contact names, 
geographic location and any other items of 
interest in the clip.

Because AI is evolving so rapidly, you will want 
to read up on it and track down tech-savvy staff 
for help. If you don’t believe that you have the 
expertise needed to properly evaluate an AI 
system, then it is time to seek out consultants. 
AI is used across so many fields and a 
consultant in one field may not know the 
subtleties that law enforcement requires. While 
you could start with a non-LE consultant to 
help you understand what AI can and cannot 

do, when it’s time to start writing policies and 
specifications, you should seek out a LE-specific 
consultant.

About the author

Ron LaPedis has been a business continuity and security 
professional for over 25 years and frequently writes and 
speaks on business continuity, cybersecurity, physical 
security and public safety topics. 

Ron is a Master Business Continuity Professional (MBCP), 
a Fellow of the Business Continuity Institute (AFBCI), 
a Distinguished Fellow of the Ponemon Institute and 
a Certified Information Systems Security Professional 
(CISSP). 
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By Ron LaPedis 

The use of AI in law enforcement offers 
potentially huge benefits, but with public 
misconceptions rife about AI, it is important 
agencies get ahead of the game by bringing 
their community into policy-making discussions 
before AI technology is deployed. This enables 
law enforcement to direct the dialogue toward 
the ways in which AI improves officer efficiency 
and helps to solve crimes. 

The first step in successfully implementing  
the technology at your agency is educating  
the public about what AI actually is and 
is not. 

Start with appointed and elected officials and 
community leaders to see what AI applications 
they believe will be acceptable to the wider 
community. Based on the media and popular 
culture, the public mistakenly believes AI 
begins and ends with facial recognition, not 
understanding the breadth of applications that 
are available such as “mining” CAD system data 
for hot spots, working to link individuals to gang 
activity or determining if the same firearm is 
showing up at multiple crime scenes.

Once you introduce the potential applications 
behind the technology, you should create 
scenarios to engage a wider range of elected 
officials and citizens. It is important to keep 
everyone informed and ensure that all 
policies are transparent to facilitate 
community acceptance. 

Because privacy is in the news all the time, 
members of the public may be concerned about 
how their information is being used, particularly 

if license plate readers and bodycam and video 
surveillance footage are being used – even 
without facial recognition.

It is imperative to make available the specific 
scenarios you envision for your program, 
including any draft policies and procedures. 
As your program gets more flesh on its bones, 
it might be a good idea to hold a town hall 
meeting to give members of the public an 
opportunity to see mockups of the reports 
you intend to generate. 

When you get to the point of bringing vendors 
in for demos, let members of the public see the 
system and understand how it operates, the 
purpose it serves and the scenarios for which 
the system will be used.

Conducting demonstrations can give the public 
a sense of appreciation for the technology 
involved, as well as an understanding as to 
how the equipment can be used to enhance 
community safety while preserving citizens’ 
privacy. It’s also a good opportunity to answer 
questions and address concerns. 

It is also important to meet with members of 
the local chapter of the American Civil Liberties 
Union (ACLU) to provide your standard operating 
procedures for review and get member feedback 
on any suggested changes. While the ACLU 
will not endorse your policies and procedures, 
their involvement usually removes the likelihood 
that the organization will oppose your program, 
and thus help community acceptance.

COMMUNITY EDUCATION 
AND TRANSPARENCY
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LE must educate stakeholders as to how the 
profession is using technology to fight crime 
successfully and doing so responsibly

By Dale Stockton

Agencies are continually challenged to 
accomplish more with their existing resources, 
and many are turning to technology as an 
effective force multiplier. Unfortunately, good 
intentions can sometimes be sidelined by 
those who proclaim loudly that these new tech 
capabilities “could be misused” while declaring 
the police cannot be trusted. 

New technologies like facial recognition (FR) and 
artificial intelligence (AI), are quickly emerging as 
powerful crime-fighting tools, but no one should 
assume that law enforcement will be allowed 
to simply put them to good use. There are 
significant challenges ahead and this is a time 
for proactive diligence and determination. 

THE LPR EXPERIENCE
A few years ago, the use of license plate readers 
swept the country because they were able to 
accomplish a straightforward task (checking a 
plate for wanted status) and do it hundreds of 
times more quickly than an officer could. 

As the value of the LPR data was recognized 
and agencies began solving “unsolvable” crimes, 
privacy advocates voiced strong opposition to 
databases that contained LPR reads on citizens 
who had nothing to do with crime. 

Groups like the American Civil Liberties Union 
and the Electronic Frontier Foundation pressured 
state legislatures to enact laws that would 
shorten (sometimes eliminate) data retention 
and severely restrict the way LPR data could be 
used. Many agencies found themselves having 
to justify their LPR programs. Some systems 

eventually went dark and many were so hobbled 
by bureaucracy that they became ineffective. 
Those experiences should be instructive for 
agencies planning to engage with FR and AI to 
fight crime. 

BILLS ADDRESSING NEW TECH
The State of Washington just passed 
comprehensive legislation addressing the use 
of FR that will go into effect on July 1, 2021. 
Washington Governor Jay Inslee said the law 
would “provide state and local governments 
a set of guidelines around facial recognition 
technology while balancing the interests of 
law enforcement, the business community and 
individuals’ right to privacy.” 

The bill was opposed by both the ACLU and the 
Washington Association of Sheriffs and Police 
Chiefs (WASPC). The ACLU claims the bill does 
not go far enough and wants a moratorium 
on the use of FR technology. Representatives 
of WASPC maintain the new law will hinder 
the enforcement of law and hamper criminal 
investigations. WASPC’s Policy Director James 
McMahan told the Wall Street Journal, “It hinders 
our ability to keep people safe.” 

Although the Washington bill expressly permits 
the use of FR technology by law enforcement, 
it requires agencies to produce accountability 
reports and go through a series of community 
meetings (at least three) followed by a public 
hearing before procuring or using an FR system. 
For agencies that already have a system in 
place, the legislation will impose those same 
restrictions when an existing contract is renewed 
or extended. The law also requires that a warrant 
be obtained before an FR system can be used 

https://legiscan.com/WA/text/SB6280/2019
https://www.aclu.org/press-releases/aclu-wa-statement-insufficient-facial-recognition-regulations-sb-6280-becoming-law
https://www.aclu.org/press-releases/aclu-wa-statement-insufficient-facial-recognition-regulations-sb-6280-becoming-law
https://www.wsj.com/articles/washington-state-oks-facial-recognition-law-seen-as-national-model-11585686897?redirect=amp#click=https://t.co/tPmldDO
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in many cases, including the identification of a 
deceased or missing person. 

On the other side of the country, the 
Massachusetts state legislature is considering 
a law that will establish a moratorium on the 
use of facial recognition, a step that has already 
been taken in a few cities. 

TAKE A PROACTIVE APPROACH
Ben Bawden, Principal and Founder of Brooks 
Bawden Moore, LLC, a Washington DC-based 
organization that closely follows and advises 
on emerging bills affecting public safety, 
has serious concerns about the impact that 
legislation of this type can have on agencies. 
He feels strongly that law enforcement needs to 
be proactive in explaining the benefits to public 
safety of new technologies. 

“Engage with those who have concerns and 
address them,” Bawden explained. “Law 
enforcement leaders need to make the case 
with a compelling story for why the technology 
is beneficial and how risks are being mitigated. 
State chiefs and sheriffs’ groups really need to 
stay involved with these bills.”

According to Bawden, industry should work 
collaboratively with public safety to ensure best 
practices are established and promoted. 

“Industry needs to be on the same page and 
providing agencies with the information and 
tools they need, including sample policy and 
success stories,” Bawden said. “These vendors 
are often sponsors of the state associations and 
there is ample opportunity to work together.” 

Scot Haug is a retired Idaho police chief and 
past president of the Idaho Police Chiefs 
Association. He frequently serves as a best 
practices consultant for agencies and has some 
advice for police leaders regarding the use of 
emerging technology. 

“Understand the issues and be prepared to 
address them with facts,” he said. “It’s also 
important that the community be involved in a 
positive way. Demonstrate the technology and 
explain how it can be used to solve crimes. At 
the same time, assure them that policy will be in 
place to ensure proper use and accountability.”

Haug also recommends resources like the 
Law Enforcement Facial Recognition Use Case 
Catalog, which was produced by the International 
Association of Chiefs of Police (IACP) and 
IJIS, an industry group that advances national 
security initiatives. “A lot of work went into 
producing this document and it will help a reader 
become familiar with the primary uses of facial 
recognition,” Haug said. 

https://malegislature.gov/Bills/191/SD671
https://malegislature.gov/Bills/191/SD671
https://www.theiacp.org/resources/document/law-enforcement-facial-recognition-use-case-catalog
https://www.theiacp.org/resources/document/law-enforcement-facial-recognition-use-case-catalog
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The Use Case Catalog mentioned above 
encourages agencies to “. . . work closely with 
the communities to explain their use, educate the 
public on the capabilities, and demonstrate how 
the use of technology will benefit public safety.” 
To accomplish this, the publication makes four 
very straightforward recommendations, which 
could apply to any new LE initiatives: 

• Fully inform the public

• Establish use parameters

• Publicize its effectiveness

• Create best practice principles and policies.

Two other helpful documents are the short 
IACP handout, Guiding Principles for Law 
Enforcement’s Use of Facial Recognition 
Technology and the Face Recognition Policy 
Development Template from the DOJ’s Bureau 
of Justice Assistance. All the publications 
mentioned above are available for free download 
at the provided links. 

Agencies contemplating the use of FR and AI 
should thoroughly review the relevant issues 
and then strategically engage with relevant 
stakeholders. While it may be tempting to avoid 
talking with privacy groups, this is an important 
step. You need to know what the challenges will 
be. Often, there is simply a broad statement of 
opposition noting the potential for abuse. 

This is an opportunity to educate as to how your 
organization is using other technologies to fight 
crime successfully and doing so responsibly. 
It also gives you an opportunity to explain 
that there will be policy that will ensure proper 
use and oversight. These efforts should be 
considered an investment that will allow for 
powerful technology to help officers fight crime 
and improve public safety. 

Important: Once the technology comes online, 
make sure you comply with the review or 
auditing conditions as required in your policy 
and regularly share the success stories in public 
meetings. Doing so will decrease the likelihood 
of criticism and pave the way for other tech 
opportunities going forward. 

About the author

Dale Stockton is a 32 year-veteran of law enforcement, 
having worked in all areas of police operations and 
investigations and retiring as a police captain from 
Carlsbad, California. He is a graduate of the 201st 
FBI National Academy and holds a master’s degree in 
Criminology from the University of California, Irvine. He 
has served as a Commissioner for California POST, the 
agency responsible for all California policing standards 
and training. 

https://www.theiacp.org/sites/default/files/2019-10/LE%20Facial%20Rec%20Guiding%20Principles%20Document%20July%202019.pdf
https://www.theiacp.org/sites/default/files/2019-10/LE%20Facial%20Rec%20Guiding%20Principles%20Document%20July%202019.pdf
https://www.theiacp.org/sites/default/files/2019-10/LE%20Facial%20Rec%20Guiding%20Principles%20Document%20July%202019.pdf
https://it.ojp.gov/GIST/1204/Face-Recognition-Policy-Development-Template-For-Use-In-Criminal-Intelligence-and-Investigative-Activities
https://it.ojp.gov/GIST/1204/Face-Recognition-Policy-Development-Template-For-Use-In-Criminal-Intelligence-and-Investigative-Activities
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Focus on specific use cases and proven technologies 
to help address community concerns about AI tools 
like facial recognition

KEYS FOR RESPONSIBLE 
USE OF ARTIFICIAL 
INTELLIGENCE

(image/Getty)
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By PoliceOne BrandFocus Staff

The phrase “artificial intelligence” often 
raises questions about how it’s being used, 
particularly in the role of public safety. Those 
who actually work in law enforcement know the 
technology can play a critical role in keeping 
communities safe.”

It has always been important to educate the 
public about the benefits of these technologies. 
But now, given the protests around the country 
in the wake of George Floyd’s death, it is more 
important than ever that law enforcement 
makes every effort to share with the public why 
and how it is using these technologies to protect 
and serve.

What best practices, then, can law enforcement 
use to help citizens understand that AI and facial 
recognition technologies are valuable tools 
to help law enforcement agencies serve their 
communities more efficiently?

Start with transparency, advises Roger 
Rodriguez, a former NYPD detective and lead of 
NYPD’s first facial recognition program. Now a 
senior consultant with Motorola Solutions, which 
offers several new AI tools specifically designed 
for public safety purposes, Rodriguez says it’s 
important to work with citizens to understand 
what their concerns are, then share the specific 
goals your law enforcement agency is looking to 
accomplish. Use those goals to create policies 
to govern how your agency will use those 
technologies, and share successful use cases 

with the media and the communities you serve 
to build trust. 

“A core complaint of law enforcement is 
inefficiency,” he said. “AI technology helps 
law enforcement create more efficient 
workflows. Facts outweigh assumptions and 
can help quell the rhetoric that unfairly criticizes 
this technology.” 

Building trust with the community is first and 
foremost — and has arguably never been 
more important than it is today. Second is 
understanding state and local laws and rules and 
then working with your vendor of choice to build 
a program and a policy that meets your goals 
and complies with the laws. 

In addition to its AI tools, Motorola Solutions 
also offers guidance to help address community 
concerns about these emerging technologies, 
including three principles that guide the 
company’s use of AI technology, such as 
facial recognition:

USE TECHNOLOGY TO PROVIDE 
SUGGESTIONS, NOT DECISIONS

A human decision-maker is at the core of 
responsible AI use, says Rodriguez, a concept 
that Motorola Solutions dubs “the human in the 
loop.” The company’s philosophy states that 
the best use of AI in public safety is to assist 
and accelerate human decision-making, not 
replace it. 

SPONSORED BY

1

A human decision-maker is at 
the core of responsible AI use.“

https://go.lexipol.com/?target=lnk_sZ6qKaM6IiUgBa1a 
https://go.lexipol.com/?target=lnk_4pEgfWA6Z8LBKaAR 
https://go.lexipol.com/?target=lnk_sZ6qKaM6IiUgBa1a 
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This means that AI tools suggest leads but never 
make the decision for the officer or investigator. 
With the company’s AI tools, the human operator 
always has the final decision on whether a lead 
is accurate or not. 

The idea that technology is making the decisions 
instead of human operators is the biggest 
misconception, Rodriguez says.

“That’s not the case,” he said. “Yes, AI is there 
to assist you. Yes, AI is exciting and an 
emerging piece of technology, but it is not 
the final deciding factor. The human has the 
deciding factor. That’s why you have the law 
enforcement expert in front of that computer 
or responding to that call or making those 
investigative decisions.”

For example, facial recognition programs can 
provide leads for investigators to consider, but 
that doesn’t mean someone flagged by the 

program is an automatic candidate for 
further investigation.

Instead, it is always up to the agency to decide 
whether the match by the technology becomes 
an investigative lead. Toward that end, Motorola 
Solutions encourages agencies with facial 
recognition programs to ensure their face 
examiners are properly trained, have a policy 
governing the program in place and never to rely 
on facial recognition results alone to establish 
probable cause.

USE TECHNOLOGY TO BOOST  
THE EFFICIENCY OF SPECIFIC 
POLICING TASKS

Overreach is a common concern cited in efforts 
to ban or block the use of AI technology in 
policing, such as the three-year ban on using 
bodycam footage for facial recognition enacted 
in California in October 2019. 

Officers can use the voice-activated assistant in Motorola Solutions’ new smart radio, APX Next, to look up license 
plates and other critical information on the go, which helps them save time and maintain focus on the situation. 
(image/Motorola Solutions)
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https://go.lexipol.com/?target=lnk_VO6CfiyKvSld8HnJ 
https://www.policeone.com/body-camera/articles/new-law-bans-calif-cops-from-using-facial-recognition-tech-on-body-cameras-GI2m3PDHM2VbqKyA/ 
https://www.policeone.com/body-camera/articles/new-law-bans-calif-cops-from-using-facial-recognition-tech-on-body-cameras-GI2m3PDHM2VbqKyA/ 
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The best way to address these concerns, says 
Rodriguez, is by focusing on very specific law 
enforcement use cases for AI and other smart 
technology applications. Motorola Solutions 
offers several smart technologies designed 
specifically for law enforcement that support 
policing activities from pre-event (detecting, 
alerting) through mid-event (response, reporting) 
and post-event (investigative leads, analysis). 

Many people equate artificial intelligence with 
facial recognition when, in fact, AI can be applied 
to many other aspects of law enforcement. For 
example, AI is used to streamline reporting by 
auto-populating and cross-checking fields, to 
transcribe speech using speech to text and to 
power voice interactions. 

For example, Motorola Solutions’ new smart 
radio, APX NEXT, has a voice-activated assistant 
(like Siri or Google) that helps officers focus on 
the task at hand. An officer can say, “Hey ViQi – 
look up license plate ABCD,” and the radio’s AI 
looks up the plate and tells the officer if there’s 
a warrant, etc. This helps officers respond to 
or mitigate a situation without having to burn 
precious minutes going back to the cruiser 
to look up critical information – and more 
importantly, they can do it without having to 
take their eyes off the situation.

The intelligence analytics within the radio 
helps make officers more efficient and safe, 
says Rodriguez, because they get critical 
information faster, can keep their eyes on the 
scene, and the voice-to-talk chatter is also being 
transcribed into a report to cut down on after-
action paperwork. 

AI technology can benefit investigations in 
multiple ways, especially when it comes to 
video analysis.

“We work very closely with IJIS and PERF to 
really understand where AI can be applied to 
video, whether that is facial recognition or other 
forms of analysis,” said Rodriguez. 
For example, AI technology can be applied to 
a bank of cameras in a real-time crime center 
to detect and analyze unusual traffic, such as 

a vehicle going the wrong way, and alert the 
human operator. 

“AI can pick that up without the human having to 
watch the screen,” said Rodriguez. “The AI would 
pick up on that car going in the wrong direction, 
alert the analyst, and the analyst would then 
verify and respond accordingly.” 

This application makes AI a force multiplier, 
he adds, because no human analyst is able to 
watch and analyze the feeds of multiple cameras 
simultaneously. The AI can analyze multiple 
feeds at the same time, and more importantly, 
it can highlight areas of interest. For example, 
through its Avigilon platform, Motorola Solutions 
offers an application called Focus of Attention 
that helps the human analyst focus on the 
camera feed that is most important at any 
given moment.

ADOPT PROVEN TECHNOLOGIES 
DESIGNED SPECIFICALLY FOR 
LAW ENFORCEMENT 

Artificial intelligence isn’t one-size-fits-all, 
cautions Rodriguez. Motorola Solutions   
carefully considers which investigative functions 
would best be served by AI technology and 
how to ethically apply proven AI components to  
those functions. 

“We are rigorously testing every single piece 
of technology that has some AI component 
within it to ensure that it meets law enforcement 
standards,” he said. “Just as important, we’ve 
established the Motorola Solutions Technology 
Advisory Committee (MTAC) to serve as a 
‘technical conscience’ and advise 
the company on the legality, ethics, limitations 
and implications of specific product 
technologies, including AI and facial recognition. 
MTAC guides how we innovate and encourages 
the responsible use of our technologies by 
our customers.”

Using the simplest and most mature solutions 
makes the AI more predictable and reliable, he 
adds. The facial recognition program Motorola 
Solutions offers through Vigilant FaceSearch 
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https://go.lexipol.com/?target=lnk_PK3iuxrIYfjeRxaL 
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uses AI to generate leads by comparing a photo 
of a person of interest against booking photos, 
mug shots or photos against a gallery of images 
or photos provided by a complainant or witness 
as part of the overall investigation. 

For example, facial recognition can be used 
to find an abducted, lost or missing individual, 
as in the case of a Silver Alert or Amber Alert. 
Similarly, it can be used when an agency must 
identify a homicide victim who has no other form 
of identification. This proven technology uses 
biometric algorithms of facial landmarks to find 
potential matches to narrow down the candidate 
pool, based on the shape of the person’s face. 

“AI really plays the factor in making it more 
efficient,” said Rodriguez. “Instead of looking 
through hundreds of thousands of photos 
manually, which is what officers used to do, now 
it’s just a repository of photos processed by a 
facial analysis system that makes it easier 
to search.”

More importantly, a law enforcement 
investigator’s use of a proven facial recognition 
solution results in better identification analysis. 
A key study from the National Academy of 
Sciences has found that a well-trained human, 
coupled with an accurate facial recognition 

engine, produces the most accurate results 
versus multiple collaborating humans or the 
algorithm by itself. 

Privacy is understandably a concern, but it’s 
important to educate the public about the basic 
investigative functions law enforcement seeks to 
enhance with data and AI tools.

Do your research and choose the right vendor 
to meet the needs of your agency and your 
community, advises Rodriguez. 

“Really analyze who your vendors are and if they 
really understand law enforcement’s application 
of these technologies,” he said. “Choose a 
vendor who deploys a responsible solution that 
covers system oversight and reporting tools, 
audit capabilities, compliance controls and 
controls for data sharing and user permissions, 
and who recommends policy and offers training.”

The bottom line? Focus on specific use cases 
of technologies like facial recognition for your 
agency, then craft smart policies to guide usage, 
enact those policies to ensure proper and 
responsible usage, and educate citizens in order 
to build trust and allay privacy concerns.

AI technology can benefit investigations 
in multiple ways, especially when it 
comes to video analysis.

https://www.pnas.org/content/115/24/6171
https://www.pnas.org/content/115/24/6171
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